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1. IlosicHUTENLHASA 3aNMHCKA
1.1. Ilenr u 3a1a9u AUCHUIIIAHBI

Lenb AUCIUIIIMHBI — 03HAKOMJICHHE CTY/EHTOB C OCHOBHBIMHU NOHSITUAMHU B 00JaCTH MEXKCETe-
BOTO KPAHUPOBAHUS M CHCTEM OOHApYXEHHUS BTOP)KCHHS; OCO3HAHHE IOHMMAHHS MECTa JaH-
HBIX MEXaHU3MOB B OOIIEH apXUTEKType MOJCHUCTEMBI 3aIIUThl HH(OpMAIMK HHPOPMAITMOHHON
cHCTeMbl; (OPMHUPOBAHWE HABBIKOB YCTAHOBKH, HACTPOHKHM W PEKOH(PUIYPUPOBAHUS ITHUX
CPEACTB 3alMThl WH(OPMAIMK; 3HAKOMCTBO C HOPMATHBHO-METOAMYECKOW 0a30i B yacTH HX
PUMEHCHHS.

3anaun JUCUUIUIMHBL: M3YYeHUE MPUHIUNOB (uiabTpanuy UHGOPMAIIMOHHBIX ITOTOKOB Ha Tpa-
HHIIE CeTeH, NIeHTH(UKAINOHHBIX MTPU3HAKOB MMOTEHIMAIBHO OMACHBIX MH()OPMAMOHHBIX MO-
TOKOB, CUTHATYyp CETEBBIX aTakK (BTOPKEHUI), CUCTEM MaKETHOH (MIbTpaLuu, KpUTEpUEB (HITb-
Tpal¥ MAaKeTOB, YHNPaBJICHUS MH(GOPMAIIMOHHBIMU TOTOKaMH MOCPEACTBOM (HIBTpPALNH, CO-
OPSOKEHUS. 1 COBMECTHOM AKCIUTyaTaIl[MM CUCTEM MEKCETEBOTO SKPaHMPOBAHUS M CUCTEM OOHa-
PYXEHUS BTOP)KEHUU.

1.2. ®opmMupyemble KOMIETEHIIUH, COOTHECEHHBIE C IUTAHUPYEMBIMH pe3yJIbTaTaMu 00y4YeHUs
10 IUCLUIUIMHE:

Koabt Conep:xxkanue komnerenuuii | [lepeyennb miIaHupyemMbIx pe3yibTaTOB
KOMIETEHI] 00y4YeHHs MO TUCIHUILINHE
U
OIIK-3 JOJDKeH 007aiath CrnocoOHO- | 3HATh: TpeOOBaHUS, MPEABSBISIEMbIE K CHCTEMaM
CTbIO NPUMEHSATH IMOJIOKEHUS | MEKCETEBOIO 3KPAaHHUPOBAHMUSI U OOHapYyKEHUS
ANEKTPOTEXHUKH, SIEKTPOHU- | BTOPKEHUS OTEUYECTBCHHOM HOPMAaTUBHO-
KM U CXEMOTEXHHUKHU IJIsi pe- | METOAMYECKO 0a30ii; 6a30Bbie (DYHKIIMH M MECTO
IIeHUsT TPOoQecCHOHATbHBIX | B 00IIel cucreMe MH(OpMAIMOHHON Oe30macHo-
3a1aqy CTH;
YMeTh: OCYIIECTBISATh YCTAHOBKY WM HACTPOHKY
TUIIOBBIX CHCTEM MEXCETEBOI0 IKPAHUPOBAHUS U
oOHapy»XeHHsS BTOP)KEHUH KaK YpOBHS y3Iia, TaKk U
YPOBHS CETH.
Bragers: HaBBIKAMU OIICHKH CETEBOTO Tpaduka c
LENbI0 BbIACNEHUS MOTCHIMAIbHO OIMACHBIX HH-
(dhOopMaIMOHHBIX MOTOKOB.
OIIK-7 JOJDKEH 00JazaTh CHOCOOHO- | 3HATh: apXUTEKTYPY W NMPHUHIMIBI (YHKIIHOHUPO-
CTBIO ONpENENITh HH(POpPMa- | BAHUS MEXKCETEBBIX IKPAHOB U CUCTEM OOHapyKe-
LMOHHBIE PECYpChl, MOJAJIe- | HUsSI BTOPKEHUH.
Kalye 3aIIuTe, yrpo3bl 0e3- | YMeTh: BBINOIHATh HACTPOMKY CHCTEM ITaKeTHOM
ormacHocT HH(OpMalMu U | GUIBTpALUU, BCTPOCHHBIX B KOMMYHHKAIIMOHHOE
BO3MOXXHBIE TYTH HX peau- | 000pyJ0BaHHUE.
3allMd Ha OCHOBE aHaiu3a | BianeTh: HaBbIKaMH OMpeENENeHUs IPU3HAKOB MO-
CTPYKTYphl ¥  COJEP)KaHUS | TCHIUAIBHO OIACHBIX MOTOKOB M (POPMHUPOBAHUS
MH(OPMALIMOHHBIX MPOLECCOB | MPABUJ MEKCETEBOTO0 SKPaHWPOBAHUS, TaKHUE MO-
1 ocoOeHHOCTeW (PYHKIMOHU- | TOKH UCKITIOYAIOIHX.
pOBaHUs 00BEKTA 3AIUTHI

1.3. MecTo AMCUUIUIMHBL B CTPYKTYpe 00pa3oBaTeIbHON POTrpaMMBI

HMucnunmuna «IIporpaMMHO-amnmapaTHbIE CPEACTBA 3alUThl HHPOpMauu. MexXceTeBoe dKpa-
HUpPOBaHME, OOHAPYKEHHE BTOPKEHUI» OTHOCUTCS K 0a30BOM yacTu OJ0Ka AUCHUIUIMH y4eOHO-
ro IUIaHa.

Jnist ocBOGHMS MUCLUMIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHHS U BJIaJeHHs, C(OPMHUPOBAHHBIC B
X0JIe U3yUYEHHS CIACAYIOIUX TUCIUILUIUH U IPOX0XKAeHUs NpakTukK: «MHbOopMalnoHHbIE TEXHO-
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aoruny, «MHpopMaMOHHBIE MPOIECCH U CUCTeMBbl. Beruncnurensheie cetn», «IIporpammuo-
anmapaTHbIe CpeCTBa 3alMThl HHpopMannuu. OCHOBHAS YacTby.
B pesynbTare ocBOEHHS AUCHUILTUHBI (POPMUPYIOTCS 3HAHUS, YMEHUS M BIIAJCHUS, HEOOXOIU-
MBIC JJIS1 U3YYCHHS CIEeTYIONIMX JUCHUILIMH M IPOX0XKIeHNs npakTuk: «KoMruiekcHoe obecrie-
yeHue 6e30MacHOCTH 00beKTa HHpopMaTu3aum», «IpoexTupoBanne cucTeM 3auThl 0OBEKTOB
nH(pOpMaTH3AITII.

2. CTpyKTypa QM CUMILTHHBI

CTpyKkTypa IMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO6mas Tpy10€MKOCTh AUCIMIUIMHBI COCTABIACT _2_ 3.€., _72_ 4., B TOM YHCJI€ KOHTaKTHas pabdoTa o0y-
YarOIIUXCS ¢ MpenojasaresieM _28_ 4., caMOCTOsITeNIbHas: paboTa oOyyaromuxcs _44_ 4.

Bunpr yue6HOM paboThI

(B yacax) DopMmBI TEKY-
KOHTaKTHAas IIeT0 KOHTPOJIS
No o o . = é yCIIEBAEMOCTH,
2 —
Tembl TUCIUTUTUHBL/ = = 25l ¢ dbopma npome-
n/n 5] = £ S & B
o ol 8 §* 2 5| & g | *yrounoii ar-
0]
S| E|E|EE| &2 ¢ £| 8 &| Tecrauun (no
o S|l g Bl o & <
> % S 25|85 (8« § = | cemecmpam)
<
o l5lo|lE8|ls8FE~YF
1 | Ilpeomem u 3a0auu npocpamm-| 6 | 2 8 | Omnpoc
HO-Gnnapamuon 3aujumsl UH-
dopmayuu
2 | Yoanénnvie cemesvie amaxu 6 | 2 2 10 | Ompoc, oTuér
1o Jraboparop-
HOW paboTe
3 | Meowccemeguvie skpanvl u anna- | 6 | 4 6 8 | Ompoc, otuér
pamuvle KpunmozpaguyecKue 1o j1aboparop-
U036l HOI paboTe
4 | Bupmyanuzayus u obnaunvie 6 |2 4 8 | Onpoc, otuér
mexHono2uu. BupmyanvHule no naboparop-
yacmuule cemu HOM paboTe
5 | Cucmemwl o6Hapysicenus u 6 |2 4 8 | Ompoc, otuér
npedomepaujeHusi MOpPIHceHUL o naboparop-
HOI paboTe
3auem 6 3auem no o6u-
aemam
UTOrO: 12 16 44




3. Coaep:xanue TUCHUIIMHBI

Ne

HaumeHoBanue pasgesia Juc-
HUIITHHbI

Conepxanue

IIpeamer u 3agaym nporpam-
MHO-aNMNapaTHOI 3alUThI
uHpopMmanun

[Ipenmer 3ammurtel. CBolicTBa MHpOpManuu u e
neHHocTh. OOBeKT 3ammuThl WHGOpManuu. Bumbl
uHpopmanuu. YTeuka unpopmanuu u e€ Buisl. Ce-
TEBOE M MeXKceTeBoe B3amMmojeiicTue. IlommTnka
0C30I1acHOCTH.

BpenonocHble mporpaMmmbl H
yAaJIéHHbIE ceTeBble aTAKH

BpenoHocHbIe TPOrpaMMBI.

Kommnbiorepusie Bupychl. Tposinckue konu. Cere-
BbIe YepBU. [loTaliHbIe XO/IbI U PYTKHUTBI. BPEIOHOC-
HBIE TIPOTPaMMBbI 7151 MOOMIIBHBIX YCTpoiicTB. Ilpo-
Yhe BPETOHOCHBIE POTPAMMBI. HanmeHnoBanue
BUPYCOB. OJIEMEHTHI 3allUThl OT BPEAOHOCHOTO
nporpammHoro obecrieuenus. Texnomorus Black u
Whitelisting.

VY najnéHHble ceTeBbIE aTaKH.

CereBble ataku. OOOOLIEHHBIN CIIEHApHH AaTakKw.
ATaku «0TKa3 B OOCITY)KHBaHUW». ATaKu Ha MPOTO-
konel [P, ICMP, UDP, TCP. T'enepatopsl artax.
Ataka K. MwurtHuka. Krnaccudukanum yaanéHHBIX
aTax.

Me:xceTeBble IKPAHbI

Pa3BuTHE TEXHOJIOIMH MEXCETEBOIO JKPAaHUPOBA-
HUs. DUiIbTpanus MaKkeToB. MeXCeTeBble AKpPAHBI
YpOBHSI CO€QUHEHMS. MeXceTeBble SKpaHbl IIpHU-
KJIAJHOTO ypOBHs. MexceTeBble SKpaHbl C JUHAMU-
gyeckoil uibTparmeil makeroB. MexcereBble dKpa-
HbI MTHCIIEKIIMM COCTOSIHUM. MexXceTeBble  IKpaHbl
ypoBHs sAapa. [lepcoHanbHbIE MEXCETEBBIE IKPAHBI.
Pacnipenenénnpie MexceTeBble 3KpaHbl. Mexcere-
Bble 3KkpaHbl Web-npunoxenuil. HoBoe mokoneHue
MeXKCeTeBbIX AKpaHOB. OOX0J MEXKCETEeBBIX IKpa-
HOB. [locrenmeHHbli mnoaxon. TyHHenHpoBaHUE.
TpeOGoBanus W Moka3aTenu 3alIUIIEHHOCTH MEXKCe-
TEBbIX JKpaHOB. TeCTUpOBaHUE MEXKCETEBBIX JKpa-
HOB. [IpuMepbl MEKCETEBBIX IKPAHOB.

BupryanbHble YacTHbIE CETH

Bupryanuzamus u obnauHble TeXHOJNOTUU. TyHHe-
nupoBanue. [Iporokonsl VPN kaHabHOTO ypOBHSI.
ITpotokon IPSec. Accommanus obecneueHus: 6e3-
ONacHOCTU. TyHHENBHBIA W TPAHCIIOPTHBINA PEKUMBI
npotokona I[PSec. IIporoxonm oOmeHa HHTEpHET-
kimouamu. [Iporokon ayreHTH(UKAMM 3arojoBKa.
[TpoTokon Ge30macHON MHKAMCYISLUU COACPKUMO-
ro makera. [Ipumep npumenenust nporokona IKE.
CoBMecTHOE wHcnonb30BaHUEe NpoTokojaoB ESP n
AH. OcHOBHBIE THUINBI 3aIMIIEHHBIX CBs3eil. [Ipo-
tokosbl VPN TpancnoptHoro ypoBHs. LludpoBbie
ceptudukarsl. [IpuMepsl 0T€UECTBEHHOTO MOCTPOE-
Hust VPN. Kpunronutossl. Madpactpykrypa PKI
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Cucrembl 00HAPYKEHUS H
npeaoTBpPalieHUs] BTOPsKeHU i

Mopenu cucteMm oOHapyKeHUs BTOpKeHUH. Moienn
. Hennunr. Moaens CIDF. Knaccudukanus cu-
cTeM oOHapykeHus BTopxkeHuH. OOHapyXeHHE
curHaryp. Cucrema oOHapyXeHHs BTOPKCHHIA
Snort. [lekomep mnaketoB. IIpemporeccopsi. Ilpe-
nporeccopel  cOopku makeroB. Ilpemnporieccopsl
HOpMaIu3auu MNpoTokoioB. IIpenpoueccopsr 06-
HapyxeHus: aHomanuii. IIpoueccop oOHapyKeHUs.
Monaymu BeiBoga. IlpaBuna Snort. [Tpumepsr mpa-
Bwi. OOHnapyxenue aHomanmuii. Metoasl Data
Mining. MeToapl TEXHOJIOTUHA MOOWMIIBHBIX areHTOB.
Meroasl mocTpoeHuss UMMYHHBIX cucTeM. [Ipume-
HEHHE TEHETHYECKUX aIroputMmoB. llpumenenue
HEWPOHHBIX ceTel. SI3bIku onucaHus atak. [pyrue
MeTOAbl OOHApYy)KeHUs BTOpkeHWid. CHCTEeMBbl aHa-
nu3a 3amumEéHHoCTU. CHCTeMBbl aHaIu3a LEeNOCTHO-
cti. BcmomoratenbHble cpencTtBa OOHapYKEHHS.
Mertoabl 00x0a CUCTEM OOHAPYKEHUS BTOPIKEHUI.
Meroapsl 00xoda CETEBBIX CHUCTEM OOHApYKCHUS
BTOp>KeHUH. MeTo/ibl 00X0a XOCTOBBIX CUCTEM 00-
HAapyXEHUsI BTOpP)KEHHU. JMHaAMUYECKuE METObI
oboxoma. TectupoBaHue cucteM OOHapYKEHUS
BTOpKEHMI. TecTUpOBaHME KOMMEPUYECKUX CHUCTEM.
TecTupoBaHue UCCIEAOBATENBCKUX MPOTOTHUIIOB.
Meroasl (hopMupoBaHUsT TECTOBBIX HaOOpoB. Mart-
pulla HecOOTBETCTBUNU. CHUCTEMBI MPEaYNPEKICHUS
BTOPKEHUI

4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne |HaumeHOBaHuUe pas- .
Buabl yueOHbIx 3ansaTnii  |O0pa3oBaTesIbHbIE TEXHOJIOTHH
n/n |aejaa
1 |2 3 4
1. |Ilpeomem wu 3aoauu|/lexyus I. Tpaouyuonnas nexyus ¢ UCnoOab3086a-
npPOCPAMMHO- HUuem npe3eHmayutl
annapamuou  3auu-
mul UHgopmayuu Camocmosmenvnas paboma|lloocomoska xk 3anamusim
2 Yoanénnvie cemesvie |Jlexyus 2. Tpaouyuonnas nexyus ¢ UCnoOnb3086a-
amaxu HUuem npe3eHmayutl
Jlabopamopuas paboma 2. |3anamus ¢ ucnoiv3zo8anuem cneyua-
ausuposannozo 110
Camocmosmenvrasn paboma|lloocomoexa k 3auamusam
3 |Meowccemesvie skpa- |Jlexyusa 3.1. Tpaouyuonnas nexyus ¢ UCNOab308a-
Hbl U annapamuvle  |Jlexyus 3.2. HUeMm npe3eHmayutil

Kpunmozpaguueckue
U030l

Jlabopamopnas paboma 3.

CamocmosmenvHnas pa60ma Tloozomoska k 3anamusm

3anamus ¢ ucnonrvzosanuem cneyua-
ausuposannozo 110 u obopydosanus




4 |Bupmyanuzayus u Jlexyus 4. Tpaouyuonnas nexyus ¢ UCNOab308a-
obnaunvlie MmexHono- HUeM npe3eHmayuti
euu. Bupmyanvhole
yacmmuovle cemu Jlabopamopnas paboma 4. |3anamus ¢ ucnonvsosanuem cneyua-
ausuposannozo 110 u obopydosanus
Camocmosmenvrasn paboma|lloocomoexa k 3anamuam
5 |Cucmemst 0o6napy-  |Jlexyus 5.1. Tpaouyuonnas nexyus ¢ UCnoab3086a-
JiCEeHUsL U NPedom- Jlexyus 5.2. HUem npeseHmayuii
8paujeHUs 8Mopaice-
HUU Jlabopamopunas paboma 5. |3anamus ¢ ucnoivzoeanuem cneyua-
auzuposannoeo 110 u o6opydosanus
Camocmosmenvuasn paboma |[loocomoeka Kk 3aHAMUAM C UCNONb30-
sanuem I5C
5. OreHka mIaHuPYEeMbIX pe3yabTaToB oOydeHus. CucreMa OIeHUBaHUS

®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0aJJI0B
3a ogny pa- |Bcero
ooty
Texymuit KOHTPOJIb:
— onpoc (memwl 1-5) 4 6anna 20 6annos
— 1abopamopuvie pabomul (memwl 2-5) |10 6annos 40 bannos
[TpomexyTodHas aTTecTalus 40 6annos
IK3AMEH
Hroro 3a nucuunauny 100 6annos
IK3AMEH

[Tomy4yeHHBII COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATY OLEHOK U B
mKany oreHok EBpomneiickoii cucteMbl mepeHoca u HakorieHus kpeautoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBUM ¢ TaOnHI1IEH:

100-6amnbpHas 1Ka- TpajuimoHHas WKana [xana
Ja ECTS
95— 100 A
2304 OTIIUYHO B

68 — 82 XOPOIIO 3a4TE€HO C

56 — 67 D
5055 YIIOBJIETBOPUTEIHLHO E

20 — 49 FX
0-19 HEYIOBJIETBOPUTEIIEHO HE 3aYTCHO F
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5.2. Kputepuu BbICTaBICHUS OLIEHKU O TUCLHUILIINHE

Bbanany/
HIxanaa
ECTS

OuneHka mo auc-
MUAILINHE

Kpurtepun oneHkH pe3yibTaToB 00y4eHHs 110 AUCHH-
MJIMHE

100-83/
AB

COTIUIHOY/
«3a4TeHo (OTJINY-
HO)»/

«3aUTEHO»

BricTaBnsiercst oOydaromemycs, eCiu OH rIy00KO U TIpod-
HO YCBOWJI TEOPETUYECKUN U PAKTUYECKUN MaTepHall,
MOJKET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B X0JI€
MIPOMEKYTOUHOM aTTECTALIMH.

OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOMHO U3-
Jaraet yueOHbI MaTepuall, yMeeT yBSI3bIBATh TEOPUIO C
MIPAKTUKOM, CIIpaBIISIETCS C PEeUICHHEM 3aJay mpodeccuo-
HaJIbHON HAIpPaBJIEHHOCTU BBICOKOI'O YPOBHS CJI0KHOCTH,
MPaBIWJIBHO OOOCHOBBIBAET NMPUHSATHIEC PEILICHUSI.
CB000/IHO OpUEHTHpYETCs B y4eOHOH 1 podeccuoHalb-
HOU JIuTEpaType.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJarOMEMyCs C
y4E€TOM pEe3yIbTaTOB TEKYILEH U IIPOMEKYTOYHOU aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «BBICOKHIIY.

82-68/

«XOPOILIO»/
«3a4TeHoO (XOopo-
110)»/
«3aYTCHOY

BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
CKHMU Y MPAKTUYECKHUI MaTepual, TpaMOTHO U MO CYIIECTBY
U3JIaraeT ero Ha 3aHATHAX U B XOZ€ IPOMEKYTOUHOM aTTe-
CTallMH, HE JOIYCKasl CyIIECTBEHHbBIX HETOYHOCTEM.
OOyuaromnuiicsi IpaBUIBHO MPUMEHSET TEOPETHUECKHUE TT0-
JIO’KEHUS IPU PEllIeHUH MPAKTUYECKUX 3a/1a4 Npodeccro-
HaJIbHON HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJIa/IeeT HEOOXOUMBIMU JI TOTO HAaBbIKaMU U Mpuéma-
MHU.

JlocTaTogHO XOPOIIO0 OPUEHTUPYETCS B YIEOHOU U TIPO-
(dheccruoHaIpHOM JIUTEepaType.

OneHka no JUCHUILIMHE BBICTABIISAIOTCS 00ydaroleMycs ¢
y4E€TOM pe3yIbTaTOB TEKYILEH U POMEKYTOYHOM aTTe-
CTalUU.

Komnereniuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «XOPOILUIY.

67-50/
D.E

«yIOBIETBOPH-
TEIbHOY/

«3a4TeHo (ynoBie-
TBOPHUTEIHHO)»/
«3aUTEHO»

BricraBisiercst o0yyaromemycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U MPAKTUUECKUN MaTepHal, J10-
MyCKAeT OT/AEIbHbBIC OMNOKH MPH €r0 U3JT0KEHUHU Ha 3aHs-
THSIX U B X0JI€ TPOMEKYTOUYHON aTTECTALUU.
OOyuaronuiicst UCTIBITHIBACT ONPEIEIEHHBIC 3aTPYAHEHUS
B IPUMEHEHHUH TEOPETUYECKUX MOJI0KEHHUN MTPU PEILICHUH
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJIaPTHOT'O YPOBHS CII0KHOCTH, BIIaZIe€T HEOOXOIUMBI-
MU JJIs1 TOTO 0A30BBIMU HABBIKAMH H MPUEMAMH.
JIeMOHCTpUpYET TOCTATOYHBIN YPOBEHb 3HAHUS yIeOHOM
JUTEpaTyphl 10 AUCIUTIIMHE.

OrneHka no JUCHUILIMHE BBICTABISAIOTCS 00ydaroleMycs ¢
Y4ETOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTalUU.
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Banany/ OneHka mo auc- Kpurepun oueHkHu pe3yJbTaToOB 00y4eHHs MO IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS
Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPOpMHU-
POBaHBI HA YPOBHE — «10CTaTOYHBINY.
49-0/ «HEYIOBIETBOPH- | BricTaBnsercst oOydaroniemMycsi, €ciy OH He 3HaeT Ha 6a30-
F,FX TETBLHOY/ BOM YPOBHE TEOPETUUECKUI U MPAKTUYECKUN MaTepual,
HE 3a4TEHO JIOTMTYCKaeT rpyOble OMMOKY MIPH €ro U3NI0KEHUH Ha 3aHsI-

THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALUH.
OOyuaronuiics UCTIBITHIBACT CEPbEIHBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUYECKUX IIOJIOKEHUI NPU PEIICHUU
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, HE BIIaJieeT HE0OX01u-
MBIMHM ISl 3TOT0 HaBBIKAMU U IPUEMaMHU.
JleMoHCTpUpYET (pparMeHTapHbBIE 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLIUIUIMHE.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJarOMEMyCs C
y4E€TOM pe3yIbTaTOB TEKYILEU U POMEKYTOYHOM aTTe-
CTaLlUH.

KomMmnereH1umn Ha ypoBHE «OCTaTOYHBINY, 3aKPETUIEHHBIE
3a AMCUUIUINHON, HE COPMHUPOBAHBI.

Bupryanuzanus 1 obnaunsle TexHonoruu. TyHHenmupoBaHue. Ilporokonsr VPN kaHambHOTO
ypoBHs. [Ipotokon IPSec. Accommarus obGecrieueHuss Oe3omacHOCTH. TyHHETBHBIM M TpaHC-
NOPTHBIN pexumbl poTokona [PSec. IIpoTokon o6mMena nntepHeT-kiodamu. [IpoTokon ayreH-
tudukanuu 3arosoBka. [IpoTokosn 6e30macHON WHKANCYJSAIUKA COACPKUMOTO makera. [Ipumep
npumenenus nporokoia IKE. CoBmectHoe ncnonb3oBanue nporokosnoB ESP u AH. OcHoBHBIE
TUTBI 3anUIIEHHBIX cBsi3eil. [IpoTokonber VPN tpancnoptHoro ypoBHs. [ludpossie ceptuduka-
Thl. [Ipumeps! oreyectBenHoro nmocrpoenus VPN. Kpunronuossr. Undpactpykrypa PKI

5.3. OueHouHble cpeicTBa (MaTepuabl) 7S TEKYIEro KOHTPOJIS YCIIeBaeMOCTH, POMEKYTOU-
HOM aTTecTanu 00yJIaroIIMXCs 0 JUCIUILTAHE

[TpuMepHBIE BONIPOCHI K 3K3aMEHY - npogepka cghopmuposannocmu komnemenyuil OITK-3,

OIIK-7)

1. IlpenmMeT W OOBEKT 3alIUTHI MPOTPAMMHO-aNmapaTHOW 3amuThl. CBOWCTBA, BHUIBI

nHpopMany U €€ IIEHHOCTb.
VYreuka nandopmanuu u € Buasl. Kanans! yredku.
CereBoe U MEXKCETEBOE B3aUMO/IEICTBHE.
[TonuTHka 6e30macHOCTH.
Bpenonocusle nporpammel. KoMnbloTepHbIE BUPYCHI.
TposiHCKHE KOHU U CETEBBIC YEPBH.

Bpenonocusie nporpammel. [IoTaliHbIE X0l U PYTKUTHI.
BPEIOHOCHBIE IIPOIPaMMBI

i A

IIPOTrpaMMBI.

9. HaumeHoBaHHE BUPYCOB.

obecrniedeHusl.
10. Texnomorust Black m Whitelisting.
11. CereBble aTaku. OO00MIEHHBIH cLIeHApHUil aTakKy.
12. ATaku «O0TKa3 B OOCTy>KMBAaHUNY.
13. Araku Ha npotokoisl [P, ICMP, UDP, TCP. I'enepatops! arak. Ataka K. MutHuka.

Ui MOOWJIBHBIX yCTpoHcTB. [Ipoume BpemoHOCHBIE

DJeMeHThl 3alllUThl OT BPEJOHOCHOTO MPOrPaMMHOTO
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14. Knaccudukanum ynanéHHBIX aTak.

15. TexHOIOrMHU MEKCETEBOTO SKPAaHUPOBAHHS.

16. MeTozapl 00X0/1a MEKCETEBBIX IKPAHOB.

17. TpeGoBaHMs M MOKA3aTEIU 3AMUIIEHHOCTH MEKCETEBBIX SKPAHOB.

18. TectupoBaHue MEXCETEBBIX IKPAHOB.

19. CymnrHocTh BUPTYyaIu3aii U 00Ta9HBIX TEXHOJIOTHH.

20. Tynnenuposanue. I[Iporokossl VPN kaHaJIbHOTO YpOBHSL.

21. IIporokou IPSec.

22. TIporokon odMeHa uHTepHeT-KiItoyamu. [lpumep npumenenus npotokosna IKE.

23. IIpotokon ayreHTHduKanuu 3aronoBka. I[IpoTokos Oe30macHON WHKANCYJISAIAHA
cozepkuMoro nakera. CoBMECTHOE HUCIIOJIb30BaHKUE TpoTokosioB ESP u AH.

24. OcHOBHbIE THUIIBI 3aIUIIEHHBIX CBs3eil. [IpoTokosbl VPN TpaHCIIOPTHOTO ypOBHS.

25. Kpunrouuitossl.

26. Nudpactpykrypa PKI

27. Mopnenu cucteM OOHapYy>KEHHs BTOPKECHUH.

28. Kiaccudukamms cuctem oOHapyKEHUSI BTOPKEHUH.

29. OGHapyXeHHE CUTHATYp U OOHapy>KEHHE aHOMAJIHH.

30. Cucrema oOHapyKEeHHUs BTOpKEHUN Snort.

31. Metoasl Data Mining. MeToasl TEXHOJOTUM MOOMJIBHBIX AareHTOB U TOCTPOCHUS
MMMYHHBIX CHCTEM.

32. Metoas! Data Mining. [IpumMeHeHHe reHETUYECKUX aJTOPUTMOB U HEHPOHHBIX CETEH.

33. Metonpl oOHapy>XeHHs BTOPKCHHH Ha OCHOBE aHajdW3a 3allUIIEHHOCTH, aHaIu3a
LIEJIOCTHOCTU. BeromorarenbHble cpeicTBa 0OHAPYKEHUSI.

34. Metonapl 00X0/1a CUCTEM OOHAPYKEHUS BTOPKCHHH.

35. TectupoBaHue cucTeM 0OHAPYKEHUS BTOPKCHHIA.

36. Cucremsl NpeaynpexaCHUs] BTOPKECHUN

Ilpumepnvle 3a0anusa 0na mecmuposanus- RPoeePKa chHopmupoeanHocmu KoMnemeHyuil
OIIK-3, OIIK-7

1. Ilporokoa IPSec padoraer Ha KOKOM ypoBHe Moaean OSI:
a) Ha cemegoMm yposHe.

0) Ha KaHAJILHOM ypOBHE.

B) Ha (U3NUECKOM YPOBHE.

2. PyTKUT — 3TO:

a) KOMIIBIOTEPHBIN BUPYC.

0) Habop NpocpamMmMHbIX Cpeocme (Hanpumep, UCHOAHAEMbIX palios, ckpunmos, Kouguasypayu-
OHHBIX_(Daiinos), obecneyusanuux. MACKUposKy 00beKmos (npoyeccos, (ailios, Kamano2os,
opaiieepos),; ynpasierue (CooOblmuimu, nPOUCX00IUuUMU 6 cucmeme);coop 0anHbiX (Hapamempos

cucmeMblz.

B) PEKJIaMHOE MPOTPaMMHOE 00eCTICUCHHE.

6. YueOHO-MeTOAMYEeCKOe U MH(POpPMALIMOHHOE o0ecievyeHne JUCHUIIJIMHBI.
6.1. CIMCOK HCTOYHUKOB U JINTEPATYPbI

Hcrounukn

OCHOBHBIE
l. Pyxosooswuti doxyment. 3amuTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MH(POPMAIIHH.
TepMmuHbl U omnpeneneHus. YTBEPKACHO pelleHreM npeacenarens ['ocrexkomuccuu Poccun or
30 mapta 1992 r. [DnektponHbIii pecypc] : Pexxum moctyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
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rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3,
CBOOOJTHBIN. — 3arJl. ¢ KpaHa.
2. Pykosooswuii 0oxymenm. ABTOMaTU3NPOBAHHBIE CUCTEMBI. 3aIIUTa OT HECAHKIIMOHUPO-
BaHHOTO J0ocTyna kK uHopmanuu. Knaccudukanus aBToMaTU3MPOBAHHBIX CUCTEM U TPEOOBaHUS
no 3ammre uHGopMaK. YTBEPKICHO pelieHueM mpezacenarens ['ocynapcTBEHHON TeXHHUYe-
ckoil komuccuu npu [Ipesunaente Poccuiickoit @enepannn ot 30 mapra 1992 r. [DnekTpoHHBII
pecypc] : Pexum J0CTyma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoboanbIif. —
3arii. ¢ ’KpaHa.
3. Pykosoosawuii doxymenm. CpelicTBa BEIYUCIUTEILHOW TEXHUKH. 3aIIUTa OT HECAHKITHO-
HUPOBAHHOTO A0CTyMa K nHpopmaruu. [lokazarenu 3auuIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
nocTyna K uHbopManuu. YTBEPKICHO pelleHueM mnpeaceaarens ['ocymapcTBeHHON TexHHYe-
ckoil komuccun npu [Ipesunaente Poccuiickoit @enepannn ot 30 mapta 1992 r. [DnekTpoHHBII
pecypc] : Pexum J0CTyma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoOoxHbIi. —
3arii. ¢ ’KpaHa.
4. Pyxoeoosiwuii doxymenm. CpeAcTBa BBIYMCIUTEIBHOW TEXHUKH. MeXCETeBbIe 3KpaHbl
3amuTa OT HECAaHKIIMOHMUPOBAHHOTO JocTyna K mHpopmanuu. [lokasarenu 3amIMIEHHOCTH OT
HECaHKIIMOHUPOBAHHOTO JOCTYMa K HH(OpMaIK. Y TBEpKIEHO perieHreM npenaceaarens ['ocy-
JIapCTBEHHON TexHU4Yecko komuccuu npu lIpesunente Poccuiickoit denepanuu oT 25 urois
1997 r. [Dnekrponnsiit pecype| : Pexxum mocryma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-g, cBoOGogHbIi. —
3arii. ¢ sKpaHa.

JIureparypa

OcHoBHas

1. Komnnexcnas 3auuma vaGopmanmu B KOPIOPaTUBHBIX crcTeMax : yue0. mocooue / B.D.
[Manprun. — M. : U] « DOPYM» : UHDPA-M, 2017. — 592 ¢. — (Bricmiee obpazoBanue: ba-
KajnaBpuar). - Pexxum noctyna: http://znanium.com/catalog/product/546679
2. llanveun B.®. 3ammrta KoMrbioTepHOW MHOpMaruu. IHPeKTUBHBIE METOIBI U CPEJI-
ctBa [Dnekrponubiit pecypc] / B. ®@. lansrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum noctyna: http://znanium.com/catalog/product/408107
3. MeToasl U CpeACTBa 3allUThI MPOTPAMMHOTO oOecmeueHus: [DNeKTpoHHBIH pecypc] :
y4e0.-MeTo/I. KOMIUIEKC : 1Jisi OakayiaBpuara mo HampasieHuto noarotosku 090900 Mudopma-
MoHHas Oe3omacHOCTh : Mo npodumsim: OpraHuzanyst ¥ TEXHOJIOTUS 3allUThl MH(OpPMAIHUH,
KommiekcHas 3amura 06bekToB nHGopMaTu3anuu / Munoopaayku Poccun, denep. roc. 0roa-
XKeTHoe 00pa3oBaT. yupekJeHHe BbICHI. Tpod. obpasoBanus "Poc. roc. rymaHUTapHbIH yH-T"
(PITY), Un-T nadopmar. Hayk ¥ TexHOJOTHI Oe3omacHocTH, Dak. mHPOpMAIl. CHCTEM U 0e3-
onacHoctH, Kad. xomnbrorepHoit 6e3onacHocty ; [coct.: Kazapun O. B. ; otB. pen. A. A. Tapa-
coB]. - OnektpoH. pnaH. - Mocksa: PITY, 2013. - 30 c. - Pexum pocrymna:
http://elib.lib.rsuh.ru/elib/000009341. - 3arx. ¢ sxpana. - ISBN 978-5-7281-1789-6.

6.2. [lepeuens pecypcoB H(HOPMALIMOHHO-TEIIEKOMMYHHKAITMOHHOH ceTu « THTepHET».

1. Bapuosckuit H.I1. Kypc nekiuii mo maremarudeckoit kpunrorpaduu [ DIeKTpOHHBINA pecypc].
— Pesxxum octyma: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
2. Goldreich O. Foundations of cryptography. [DnekTpoHHbI#i pecypc]. — Pexum gocryna:
http://www.twirpx.com/file/493751/

6.3.Ilepeuens b/ u UCC

Noni/ HaumenoBanue
I
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1 MexnyHnaponnsie pedepaTuBHbIE HayKoMeTpuueckue bJl, mocTymnHple B paMKax Hallu-
oHaybHOU noanucku B 2017 1.
Web of Science

Scopus

2 KomnbproTepHbie cripaBOYHBIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT

7 MarepuajJbHO-TeXHHYECKOe o0ecnedeHue U CHUININHbI

Jnis mpoBeieHust 3aHATUI HEOOXOJMMO CIIEIYIOIee MaTepUaTbHO-TEXHUYECKOE 0OecieueHue:

1) NEeKIMOHHBIN KJTacc ¢ BUACONPOCKTOPOM U KOMIBIOTEPOM, HA KOTOPOM JOJIKHBI OBITH ycCTa-
HOBJICHBI:

— munenznonnoe [10 MS Windows 7 u crapie;

— muuensuonHoe [10 MS Office 2010 (c obs3aTenbubM Hanmnarem MS PowerPoint) u crapiie

2) KOMIIBIOTEPHBIA KJIAcC, 00OpPYIOBaHHBIA COBPEMEHHBIMH MEPCOHATBHBIMH KOMIIBIOTEpPAMU
JUTSL KQKJIOTO CTy/IeHTa. Ha KOMITbIoTepe TOKHBI OBITh YCTAHOBJICHBI:

— munenznonnoe [10 MS Windows 7 u crapie;

— muuensuonHoe [10 MS Office 2010 u crapue;

— cucTeMa yrpasieHus BUPTyanbHbIMH MammHamu (BM) VMPlayer unn VirtualBox (cBo60-
Hoe I10) ¢ ycranoBnenusimu BM MS Windows 7 1 MS Windows Server 2008.

— CpencTBO OOHAPYKEHUST BTOPKEHHM Snort;

— OpenVPN (c ycTaHOBJICHHBIMU TapaMeTpaMH KOH(PHUTYypaIH U CEPTHPUKATOM);

— HAOOp MEXKCETEBBIX FKpaHoB (MD)

Ilepeuens 11O
Nent Haunmenoanue 10 [TpousBoauTennb Crnioco6 pacripocTpaHeHus
/m (JIMLIEH3MOHHOE HUJIU CBOOOTHO
pacrpocTpaHseMoe)
1 Microsoft Office 2010 Microsoft JIUIIEH3UOHHOE
2 Windows 7 Pro Microsoft JINLIEH3UOHHOE
3 Microsoft Share Point 2010 | Microsoft JIUIIEH3UOHHOE
4 Microsoft Office 2013 Microsoft JIUIIEH3UOHHOE
5 Windows 10 Pro Microsoft JINLIEH3UOHHOE
6 Kaspersky Endpoint Security | Kaspersky Jluuensnonnoe
7 Vmware Player 15.5 VMWare CsoOoanoe 110,
+ Pexum nocryna:
I'ocreBas OC CentOS 7 https://www.vmware.com/prod
ucts/
Jemo-Bepcust
OtxkpsiToe 10
Pexxum noctyna:
https://www.centos.org/download/
WNHCcTausIMOHHBINA TUCTpHOY-
B Linux
8 Snort Snort Csob6oanoe 110,
Pexxum pgocryna:
https://www.snort.org/downloa
ds
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9 Ha6op MD: CsoOognoe 110,
Avast firewall Avast Pexxum nocryma:
Avira firewall Avira https://www.avast.ru/f-firewall
Comodo firewall Comodo https://www.avira.com/ru/dow
DrWeb Security suite DrWeb nloads
Zone Alarm firewall Zone Alarm https://www.comodo.com/hom
OutPost firewall Agnitum OutPost e/internet-security/firewall.php
McAffe Total Security McAfee https://products.drweb.ru/enter
Avg-internet-security prise_security suite/

AVG https://www.zonealarm.com/so

ftware/free-firewall
http://www.agnitum.ru/product
s/outpost/index.php
http://download.mcafee.com/
https://www.avg.com/ru-ru/
Hemo-Bepcun

10 | Open VPN OpenVPN Coboanoe I10,
Pexxum pgocryna:
https://openvpn.net/

11 Wireshark 3.0 Wireshark Cso0Ooanoe I10,
Pexxum gocryna:
https://www.wireshark.org/

I[JBI IMPOBCACHU A 3aHATHMN JICKOMOHHOT'O TUIIAa NPCJIararoTCd TCMaTUICCKHUEC UIUTIOCTPALUA

B opmare npeszenTauuii PowerPoint.

8. Obecneyenne 00pa3oBaTEJIbHOI0 MPOLECCA ISl JIMI] C OTPAHNYEHHBIMUA BO3MOKHOCTSI-
MH 310POBbSI

B xone peanuzanuu IUCHUIUITMHBI UCTIONIB3YIOTCS CAEAYIOIINE TOMOTHUTEIbHBIC
METOJIbI O0YYCHHsI, TEKYIIIETO KOHTPOJSI YCIIEBAEMOCTH U MPOMEXKYTOUYHOH aTTecTaluu o0yda-
IOIIUXCS B 3aBUCHMOCTH OT WX UHAUBUIYAJTBHBIX OCOOCHHOCTEH:

® IS CJEIBIX U CIA0OBUISIINX:

— IEKIUA OPOPMIISIOTCS B BUJIE JEKTPOHHOTO JTOKYMEHTA, JOCTYITHOTO C IMOMOIIBI0 KOM-
HBIOTepa (610) CHeI_[I/IaJII/ISI/IpOBaHHBIM HpOFpaMMHBIM OGGCHG‘-IGHI/IGM;

— MIMCbMCHHBIC 3a/IaHMs BBIMOJHSAIOTCS Ha KOMIBIOTEPE CO CHEIUATN3UPOBAHHBIM IIPO-
I‘paMMHBIM O6CCH€‘-I€HI/I€M, nJjm MOI‘YT 6I>ITB 3aMCHCHBI yCTHBIM OTBCTOM,

— obecreunBaeTCsl HHANBUIYaIbHOE paBHOMEPHOE ocBerieHue He MmeHee 300 Jrokc;

— IJI4  BBIIIOJIHCHUA 3adaHUs HpI/I H€O6XO,Z[I/IMOCTI/I HpGI[OCTaB.HSIeTCH yBeJII/I‘II/IBaIOH_IGG
YCTPONCTBO; BO3MOXKHO TaK)K€ UCIOJIb30BaHUE COOCTBEHHBIX YBEIIMUYUBAIOIINX YCTPOMUCTB;

— MUChMEHHBIE 3a/1aHUs 0(OPMIISIOTCS YBEIIMYCHHBIM HIPU(TOM;

—9K3aMeH U 3a4€T MPOBOAATCS B YCTHOH (hOpMe WM BBHITIOJHSIOTCS B MHUChMEHHOH (hopme
Ha KOMITBIOTEPE.

® IS TIYXUX M CIIa0O0CIBIIIANINX

— IeKIUA O(OPMIISIOTCS B BHJI€ DJIEKTPOHHOTO JIOKYMEHTA, JIMOO MPEIOCTaABISIETCS 3BYKO-
YCHJIMBAIOIIAS alaparypa HHIUBUIYaIbHOTO II0JIb30BaHMUT;

— MMCbMEHHBIC 33/IaHMsI BBITTOJTHSAIOTCS HA KOMIIBIOTEpPE B TUCbMEHHOU (popme;
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—9K3aMeH M 3a4€T NMPOBOJAATCS B MMCbMEHHOH (popMe Ha KOMIIbIOTEpE; BO3MOXKHO MPOBEIE-
HUE B (popMe TECTUPOBAHHS.

e JUIS JTUI] C HAPYIICHUSIMU OMOPHO-/IBUTATEILHOTO arfrapara:

— JIEKIIMK OOPMIIIOTCS B BHUJI€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIbIO KOM-
IBIOTEPA CO CIEUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— NUCbMEHHBIC 33JaHMs BBIMOJHAIOTCA HA KOMIBIOTEPE CO CIEHUAIM3UPOBAHHBIM IPO-
IpPaMMHBIM 00ecIieueHUEM;

—3K3aMEeH U 3a4€T IMPOBOJAATCA B YCTHOW (pOopMe HIIM BBIOJHSIOTCSA B MUCbMEHHOM (opme
Ha KOMITBIOTEpE.

[Tpu HEOOXOMMMOCTH MpenyCMaTpUBACTCs YBEIMUYEHNE BPEMEHHU ISl IOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHHsS  NPOMEXKYTOUHOM  arTectauuu s oOyvarommxcs
YCTaHABIMBAETCS € YYETOM UX UHAMBUAYAJIbHBIX ICUXO(U3HUYECKHX OCOOEHHOCTEH.
[IpomexyTouHast aTTecTanus MOKET IPOBOTUTHCS B HECKOJIBKO ITAIlOB.

[Ipu mpoBeneHuu mporeayphl OLCHUBAHUS PE3yJAbTaTOB OOyuUeHUs MpexycMaTpUBaeTCs
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C WHIUBUIyaTbHBIMU
0COOCHHOCTAMHU OO0y4YaromMXcsl. DTU CPeACTBa MOTYT OBITh MPEIOCTaBICHBI YHUBEPCUTETOM,
WA MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIEC TEXHUYECKUE CPECTBA.

[IpoBenenne mpoueAypbl OLEHUBAHUS  pe3ylbTaToB  OOy4YeHHsS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHHA.

ObecneunBaeTcst OCTYN K MH(POPMALMOHHBIM M OUOIMorpaduyeckuM pecypcam B CETH
WnuTepHer ans kaxzaoro oOydaromierocs B (opMax, aJanTHPOBAHHBIX K OTPAHUYEHUSIM HX 3]10-
POBBS ¥ BOCIIPUATHS HH(DOpMALIHH:

e JUIS CIENbIX U CIa00BUISIINX:

— B I1€4aTHON (hopMe YBEIMYEHHBIM HIPUPTOM;
— B hopMe JIEKTPOHHOT'0 IOKYMEHTA;

— B ¢popme aynuodaiina.

® JUIS TIYXHUX U CIa0OCTBIIIAIINX:

— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA.

e s 0O0YYArOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENILHOTO afrmapara:
— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme aynuodaiina.

VY4eOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIE TIOMEIICHHS JIsi OOYYEHHUs OCHAIICHBI CIEIUATBLHBIM O000pYJOBAaHUEM W
y4eOHBIMH MECTaMHU C TEXHUYECKHMHU CPEACTBAMU O0YUCHUS:

® JUIS CIENbIX U cIa00BUISAIINX:

— YCTPOMCTBOM JIJIsl CKAaHUPOBaHUS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— aBTOMAaTHU3UPOBAHHBIM pabOUYMM MECTOM JUIs JIFOJIEH ¢ HapyIIEHHEeM cliyXa U ci1a0oCbl-
HIanux;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKH;

e s O0YYAIOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTENIbHOTO anrmapara:
— MEePEIBUKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMAIBHBIM MPOrPAMMHBIM 00€CIIEUeHUEM.

9. MeTroau4eckue MaTepuabl

9.1. Ilmans! 1a60OpaTOPHBIX 3aHATUH - nposepka cghopmuposarnrocmu komnemenyuii OITK-3,
OIIK-7
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TeMbl yueOHON TUCHMIUIMHBI IPEAYCMATPUBAIOT MPOBEACHUE JT1a00OPaTOPHBIX paboT, KOTOpbIE

CIIy’KaT Kak IeJIIM TeKYILEro U MpOoMeKYyTOYHOTO KOHTPOJIS 3a MOATOTOBKOM CTYIEHTOB, TaK U

[EJISIM TIOJIYYCHUS MPAKTUYECKUX HABBIKOB MPUMEHEHHUS METOJIOB BBIPAOOTKM pEIIeHUH, 3a-

KpEIUIeHUs M3y4YEeHHOTO0 MaTepuania, pa3BUTHUs YMEHUH, MPUOOPETEHUsl ONbITa PEIICHUs KOH-

KPETHBIX MPOOIIeM, BEICHUS TUCKYCCHI, apryMEHTAIlMU W 3allUThl BEIOpaHHOTO pemieHus. [1o-

MOIIb B 3TOM OKa3bIBAIOT 33/IaHUA AJIs TaOOPaTOpHBIX padoT, BbIIaBaeMble IIPENoAaBaTeeM Ha

KQXKIOM 3aHSTHU.

Heabro 1abopaTOpHBIX pabOT SBIAETCS 3aKPEIUICHHE TEOPETUUECKOTO MaTepuala U mpruoopeTe-

HUE TPAKTUYECKUX HABBHIKOB PabOTBI C COOTBETCTBYIOIIUM OOOPYIOBAHHEM, MPOTPAMMHBIM

o0ecrieueHreM U HOPMaTUBHBIMU MTPABOBBIMU JTOKYMEHTAMH.

TemaTtuka 1a00paTOpHBIX PabOT COOTBETCTBYET MPOTPAMME JUCIIUILIAHEI.

Jlabopamopnan paooma 1 (2 u.). Hccneoosanue mpagghuka c nomouivto cnughgpepa - npo-

eepka cghopmuposannocmu komnemenyuu OIIK-3

3aganus:

1. ITpoananusupoBaTh BO3MOKHBIE yrpo3bl U aTaku Ha AVIC opranuzanuy.

2. Nsyuenue tpadduka ¢ momompro WireShark.

Yka3aHus 0 BBINOJHEHUIO 3aJaHUM:

1. M3y4uTh TEOPUTUUECKUN MATEPHUAI O TEME.

2. OTBeTUTH Ha TEOPUTHUIECKUE BOIIPOCHI B KOHIIE Ta00OPaTOPHOI pabOThI

CHuUCOK JIUTepaTyphl:

[IpuBenén B n. 6 nannou PIT/]

MartepuanbHO-TEXHUYECKOE 0OecTieyeHEe 3aHsTHS:

1. KommbioTepsl 1o konudecTBy obOydaromuxcs ¢ pa3Bépuyror OC MS Windows, cauddep
WireShark, Bupryanpaas mamuna CentOS 7, [T MS Office v.2007 u BbIme. 3aHATHS TIPO-
XOJIST B CHEIMAIILHO 000PYA0BAHHOM KOMITBIOTEPHOM KJilacce.

Jlabopamopuasa paooma 2 (6 u.). Hccnedosanue memoooe cemeeoii hurvmpayuu Ha npume-

pe navopa mexccemeswvix skpanoe OC Windows - nposepka cghopmuposannocmu komnemen-
uyuu OIIK-7

3agaHus:

1. Hacrpoiika u koHpurypupoBanue MmexxcereBoro skpana miast OC Windows.

2. Co3zaHue 1eMUIUTapU30BaHHOM 30HBI.

3. TectupoBanue GyHKIIMOHATHLHOCTH.

VYka3aHus 0 BBINOJHEHUIO 3aJaHUN:

1. M3y4uTh TEOPUTUUECKUI MATEPHUA IO TEME.

2. OTBeTUTH Ha TEOPUTHUIECKUE BOIIPOCHI B KOHIIE Ta00OPaTOPHOI pabOThI

3. Odopmuth 0TUET 1O TAOOPATOPHOM padoTe.

Cnucok nuTepaTypsl:

IIpuBenén B n. 6 gannou PIIJ]

MarepuanbHO-TeXHUYECKOe 00eCTieueHHE 3aHATHS:

1. KommbroTeps! mo koaudecTBy oOydaromuxcs ¢ pazsépayroin OC MS Windows, BUpTyaabHOM

mamuHoH, [T MS Office v.2007 u Bbiie, Habop MO 1o ykazaHuIo mpenogaBarens. 3aHs-
THUS IPOXOJAT B CIIEIUATIHLHO 000PYA0BAHHOM KOMITBIOTEPHOM KJlacce.

Jlabopamopnan paooma 3 (4 u.). Hccneoosanue 3auwguugennocmu OC Linux na npumepe ip-

tables - npoeepxa chopmuposannocmu komnemenyuit OIIK-3, OIIK-7

Saganus:

1. Hactpouts Oe3omacHoe B3anmo/eiicTBie 1Byx [P-cereil Mexmy coOoii yepes ceTh 00IIero
nosb3oBanus (MHTEepHET), cpeacTBaMu mporpaMmMHoOro mpoaykra OpenVPN.

2. Co3patp KJII0YU U cepTU(UKATHI OE30MaCHOCTH.

3. Hacrpowuts koHpurypanuonnsiii ¢aiin VPN-kimeHTa.
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4. HactpouTs iptables.[IpoBeputh npuMeHeHne MpaBuIl GUIbTPALINN.

VYKa3zaHu 10 BBLITOJIHEHUIO 3aJaHUN:

1. M3y4nuTh TEOPUTUYECKHUI MaTEpHUAI IO TEME.

2. OTBETUTH HA TEOPUTUUYECKHUE BOIIPOCHI B KOHIIE JIAOOPATOPHOU PabOTHI

3. Odopmuts oTYET N0 JTabOpaTOpHOI padorTe.

CHuCOK JIUTepaTyphI:

[IpuBenén B n. 6 nannou PIT/]

MarepuanbHO-TEXHHUUECKOE 0OECTIEYEHNE 3aHATHS:

1. Kommbroteps! o koauuecTBy odyvaromuxcs ¢ pazsépuyroit OC MS Windows, BUPTyaJIbHOM
maruHo#, [T MS Office v.2007 u Boime, Open VPN, Buptyansaoi Mamunoi CentOS 7 .
3aHATHUS POXOJAT B CHEIMATIBHO 000PYI0BAHHOM KOMITBIOTEPHOM KJIacce.

Jlabopamopnan paooma 4 (4 u.). Cpeocmeo oonapyscenusn emopicenusn Snort - npogepka

chopmuposannocmu komnemenyuu OIIK-7

3aganus:

1. YcraHoBUTH cucTeMy OOHapyXeHHs BTOpKEHUH Snort

2. HactpouTs Snort noj 3agaun opraHu3aiuu.

VYka3aHus 0 BBINOJHEHUIO 3aJaHUM:

1. M3y4uTh TEOPUTUUECKUI MATEPHUA O TEME.

2. OTBeTUTH Ha TEOPUTHUIECKUE BOIIPOCHI B KOHIIE Ta00OPaTOPHOI paObOThI

3. Odopmuth 0TUET 1O TAOOPATOPHOU padoTe.

Cnucok nurepaTypsl:

[IpuBenén B . 6 gannou PIIJ]

MartepuaabHO-TEXHHUECKOE 00eCTICUCHIE 3aHsTHSI:

1. Kommbrotepsl mo koiaudecTBy odyuatomuxcs ¢ pazsépuyrori OC MS Windows, BupTyaibHOU
marmaoH, [T MS Office v.2007 u Boitie, Snort, Buptyanbnas Mammaa CentOS 7. 3aHsaTus
MPOXOJAT B CIIELIMATILHO 000PYA0BaHHOM KOMITBIOTEPHOM KJilacce.
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Ipunoowcenue 1
AHHOTALIUSA JMCHUTTJIMHBI

HucuumuimHa «IIporpaMMHo-anmapaTHBIE Cpe/CcTBa 3aIlUThl MHpopManuu. Mexcere-
BOE€ DKpaHUPOBAaHHE, OOHAPY)KCHUE BTOPXKEHUN» peanusyercss Ha QakynbTeTe MHDOpMammon-
HBIX CHUCTEM M 0€30MacHOCTH I CTYJIEHTOB 3-TO Kypca, 00ydarmmxcs Mo mporpamme Oaka-
naBpuata mo HampasieHuto moarotosku 10.03.01 Mudopmanmonnas 6e3onacHOCTh (Mpoduim
noaroToBku — Ne 2 OpraHu3anius u TeXHoJoTus 3amuThl nHpopmaruu u Ne 3 KomrekcHas 3a-
muTa 00beKTOB MH(OpMaTH3aMK) Kadeapoil KOMITJIEKCHOH 3aIuThl HHPOpMaIuy.
JlucuuruinHa peanusyercs Ha ¢akynbrere MHOOpMAIMOHHBIX CUCTEM M OE30M1aCHOCTH
Kaeapoil KOMIUIEKCHON 3alUThl HH(POpMALUU
Llenb TUCHMIUIMHBI: O3HAKOMJIEHHE CTYIEHTOB C OCHOBHBIMU MOHATHUSIMH B OOJIACTH
MEXCETEBOI0 IKPAaHUPOBAHUS M CUCTEM OOHAPYKEHHsI BTOP)KEHUS; OCO3HAHHE MOHUMAaHMS Me-
CTa JaHHBIX MEXaHU3MOB B O0IIEH apXUTEKType MOJCUCTEMBI 3aIUTH HHPOpMalu HHOpMa-
[IMOHHON CHCTEMbI; (JOPMUPOBAHUE HABBIKOB YCTAaHOBKH, HAaCTPOMKHU U PEKOH(UTYypUPOBaHUS
3TUX CPEJICTB 3alUTHl HHPOPMAIMHU; 3HAKOMCTBO C HOPMAaTUBHO-METOJMYECKON 0a30i B 4acTu
UX IPUMEHEHHUS.
Bagaun:
—  W3y4YCHHE NMPHUHLUUIOB (HIBTPAUN MHPOPMALMOHHBIX MOTOKOB Ha TPAHUIIE Ce-
Tel, WACHTU(PHUKAIIMOHHBIX MPU3HAKOB MOTEHIUAIBHO OMACHBIX MH()OPMAIIMOHHBIX MOTOKOB,
CUTHATYpP CETEBBIX aTak (BTOP)KEHUI), CUCTEM MAaKETHOW (PUIbTPAIINH, KPUTEPUEB (PUITHTPALINH
MAKETOB, YIPaBIeHUs] HHPOPMAILIMOHHBIMH MTOTOKaMH TIOCPEACTBOM (DUIIBTPALIUH, CONPSIKEHHUS
U COBMECTHOM AKCIUTyaTallMM CHUCTEM MEXKCETEBOI0 IKPAHMPOBAHHS U CHCTEM OOHApYKEHUS
BTOPKEHHUI.
JlucuuniuHa HanpaBjieHa Ha (POPMUPOBAHHE CIEAYIONINX KOMIETEHIIMMNA:
. OIIK-3 — crmocoOHOCTBIO TPUMEHSThH TTOJIOKEHUS DIICKTPOTEXHUKH, AICKTPOHUKH U CXe-
MOTEXHUKH JJIs perieHus npodecCHOHaIbHBIX 3a1a4.
. OIIK-7 — ciocoOHOCTBIO OIpENeNATh HHPOPMALMOHHBIE PECYPCHI, MOAJIEKAIINE 3aIIHTE,
yrpo3bl 0€30MacHOCTH MHGOpPMAIMU M BO3MOXKHBIE MYyTH MX peaju3allid Ha OCHOBE aHalln3a
CTPYKTYpBI U coJiep:kaHus MH(GOPMALMOHHBIX MPOLIECCOB U OCOOCHHOCTEN (PYHKIIMOHUPOBAHUS
00BEeKTa 3aLUTHI.
B pe3ynbraTe 0cBOEHUS AUCHUIIIMHBI 00 yYaIOLIUICS TOJKEH:
3HaTh: TpeOOBaHUS, MPEIbIBIIEMbIE K CUCTEMAM MEXCETEBOTO0 SKPAaHHPOBAHUSA U 00-
Hapy>KEeHHsI BTOP)KEHHUSI OTEYECTBEHHON HOPMAaTUBHO-METOAMYECKON 0a30ii; 0a30Bbie (HyHKIIMU
U MECTO B 00mieii cucreme HH(POPMAIIMOHHON 0€30MacHOCTH; apXUTEKTYPy U MPUHIMIIBI (QYHK-
[IMOHUPOBAHMS MEKCETEBBIX IKPAHOB U CUCTEM OOHApPY>KEHHsI BTOPKEHUI; Ha3HAYCHUE U CYIII-
HOCTb KOHTPOJIbHBIX MPOBEPOK CUCTEM (UIBTPAI[MU MAKETOB M CUCTEM OOHApYKEHHs BTOPXKE-
HUU
YMeTh: OCYLIECTBIATh YCTAaHOBKY U HACTPOMKY THIOBBIX CHUCTEM MEXCETEBOTIO 3Kpa-
HUPOBaHUSA U OOHApYKEHUS BTOPKEHHI Kak YpPOBHS y37a, TaK U YPOBHSI CETH; BBINOJHATH
HACTPOUKY CUCTEM MAaKETHOU (pMIIbTPALIUH, BCTPOCHHBIX B KOMMYHHKAIIMOHHOE 000PYIOBaHHE.
Brnaners: HaBbIKAaMHU OLIEHKH CETEBOTO TpaduKa C IETIbI0 BBIACICHHUS MOTCHLIHAIBHO
ONAacCHBIX MH(POPMALMOHHBIX IOTOKOB; HABBIKAMU OMNpEIENCHHs] MPU3HAKOB IMOTEHIUAIBEHO
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OTACHBIX MOTOKOB U (hOPMHUPOBAHUS MPABHIJI MEKCETEBOTO0 SKPAHUPOBAHMS, TAKUE MOTOKH HC-
KJIFOYAKOIIIHX.

[To mucruIUIMHE TPETyCMOTPEHA TPOMEXKYTOYHAS aTTecTanus B (hopMe 3aueTa.

O6mast TpyA0EMKOCTh OCBOSHUS TUCIUTUIMHBI COCTABIISIET 2 3a4ETHBIC STUHUIIBL.
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Ilpunoscenue 2

JIUCT UBMEHEHUI
No | Texkcr akTyanuzamnuu uinu npunaraeMbii K PITJ] mokyMeHT, Hara Ne nipoto-
COZIEPIKALINI U3MEHEHHUS KoJa

1 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- 29.06.2017e. 10
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounwvie cucmem (MCC)

2 | Obnosnen cocmas npoepammuozo obecnevenus (I10), co- 26.06.2018 11
8peMeHHbIX npogeccuonanvvlx 6az oanuwix (B/]) u un- 2.
dopmayuonno-cnpasounvie cucmem (MCC)

3 | ObHosnena cmpykxmypa oucyuniunsl (Mo0ys) Ol O4HOU 29.08.2019 2. 1
dopmot obyuenus (2019 2.)

4 | Obnosnen cocmas npocpammmuozo obecneuenus (110), co- 29.08.2019 2. 1
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)

5 | Obnosnena cmpykmypa oucyuniunsl (Mo0ys) 05l O4HOU 23.06.2020 14
dopmwi 006yuenus (2020 2.)

6 | ObHosnena ocHo8HAA U OONOIHUMENbHASL TUMEPAMYPA 23.06.2020 14

7 | Obnosnen pazoen n.4 ObpazosamenvHvlie MEXHOLO2UU 23.06.2020 14

8 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- 23.06.2020 14
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounwvie cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHECHUI

1. CoctaB nporpammuoro odecnedenus (IIO), coBpeMeHHBIX NPogecCHOHATBHBIX 0a3 1aH-

HbIX (B/l) 1 undopmanuonno-cnpaBounsie cucrem (MCC) (2017 r.)

Ilepeyens I1O
Tabnuya 1
Neri/mm HaumenoBanue [10 [TpouzBoauTenn Crnioco6 pacrpocTpaHeHUS
(ruyensuonnoe unu c60600-
HO pacnpoCmpansiemoe)
1 MicrosoftOffice 2013 Microsoft JIUIICH3UOHHOE
2 Windows XP Microsoft JIMIIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JTUTEH3UOHHOE
4 OC «AnwsT O6pazoBanue» 8 000 «bazanest JINIIEH3UOHHOE
CIIO
Ilepeuens B/l u UCC
Tabnuya 2
Neri/mn HaumenoBanue

MexnyHapoanbie pedepaTuBHbIC HayKoMeTpuaeckue bJl, 1ocTyIHbIe B paMKax
HalnuoHaJILHOU moanucku B 2017 .

Web of Science

Scopus

[Ipodeccuonanpubie MOMHOTEKCTOBBIE b/, JOCTYHBIEC B paMKaX HAIlMOHAJTLHOU
noanucku B 2017 r.
Kypnansr Oxford University Press

KomnbroTepHble clipaBoYHbIE IPABOBbIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT

Cocrasutens: K.1.H, monenr, A.C. MoaskoB
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[Tpunoxenue 2
K JINCTY U3MEHECHUI

2. CoctaB nporpammuoro obecneuenus (I10), coBpemeHHbIX NpOodecCHOHAIBHBIX 0a3
nanHbIX (b/1) u undopmaunonno-cnpaBounbie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabauya 1
Nent Haumenosanue [10 [TpousBonutens | Cnocol pacmpocTpaHeHUs
/m (ruyensuonnoe unu c600600-

HO pacnpocmpansemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINICH3UOHHOE
3 Windows 7 Pro Microsoft JIMIIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpaHse-

Moe
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpaHse-
Moe
6 SPSS Statisctics 22 IBM JIALICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIALICH3UOHHOE
10 OC «AnwsT O6pazoBanue» 8 00O «ba3zaneT | JTUIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINICH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JULEH3UOHHOE
Ilepeuyens B/l u UCC
Tabnuya 2

Neri/in HanmenoBanmue

MexnayHnaponnsie pedepaTuBHbIE HaykoMeTpuueckue bJl, mocTymnHple B pamMKkax
HAIIMOHAJILHOM moamucku B 2018 T.

Web of Science

Scopus

[Tpodeccuonanbubie motHOTEKCTOBBIC B/I, MOCTYyIHBIE B paMKax HaIlMOHATIbHON
noamucku B 2018 T.

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnansr Taylor and Francis

DNEeKTPOHHBIC M3JaHUs U3JIaTeIhCTBA Springer

[IpodeccronanbHbie MOTHOTEKCTOBBIE B/
JSTOR

W3 nanust mo oO1iecTBEHHBIM M T'YMaHUTAPHBIM HayKam

KomnbroTepHble clipaBoYHbIE IPABOBbIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT

Cocrasutens: K.1.H, monenr, A.C. MoaskoB
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ITpunoxxenue 3
K JINCTY U3MEHEHU U

3. O0HOBJIEHHE CTPYKTYPbI AU CHUIIMHBI (MOAYJIs1) 1J151 04HOil popmbl 00yuenus (2019 r.)

CrpykTypa AMCHMILVIMHBI (MOYJI5) AJIs1 04HOM (popMBbI 00yUeHust

O6mrast Tpy10EMKOCTh AUCIHUILTAHEI COCTABIIAET _2_ 3.¢., _72 9., B TOM YHCIIe KOHTaKTHas pabora o0y-
YaIOMIMXCH C MpernoaaBareneM _28 4., IPOMEKYTOYHas aTTectaius 18 4., camocTosATenbHas paboTa
oOyyaromuxcsi _26_ 4.

Bunbr yue6HOM paboThI
(B yacax) DopMmBI TEKY-
KOHTaKTHas IICTro KOHTPOJIA
No 2 9 e é YCIIEBACMOCTH,
o Tembl TUCIUTUIMHBL/ = z s g E 5 dbopma mpome-
ol 2 5) > 5| © ©| JKXKyTOYHOH atT-
=l s & Ex|E=|82 58 TECTAIMH (7
o | E|E|EE|la=S|2El &4a Hu (no
21 g E| % E S E S S| 2 5| cemecmpam)
S |S|S|EE|SEFE 0O
1 | Ilpeomem u 3a0auu npocpamm-| 6 | 2 5 | Omnpoc
HO-Gnnapamuou 3aujumsl UH-
dopmayuu
2 | Yoanénnvie cemesvie amaku 6 |2 2 5 | Onpoc, oTuér
1o Jraboparop-
HOW paboTe
3 | Meoiccemeguie skpanvl u anna- 6 | 4 6 6 | Onpoc, oTuér
pamuvle KpunmozpaguyecKue o nmaboparop-
U036l HOI paboTe
4 | Bupmyanuzayus u obnaunvie 6 |2 4 5 | Onpoc, oTuér
mexHono2uu. Bupmyanvhule no naboparop-
yacmuule cemu HOW paboTe
5 | Cucmemwr o6Hapysicenus u 6 |2 4 5 | Onpoc, otuér
npedomepaujeHusi MOpPIHceHUL o nmaboparop-
HOI paboTe
9K3aMeH 6 18 9K3aMeH No
ouremam
UTOTO: 12 16 | 18 | 26
4.Cocrtas nporpamMmmuoro odecrnedenus (I10), copemeHHbIX NpodecCHOHANBbHBIX 0a3
nanHbIxX (b/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2019 r.)
ITepeyens 11O
Nent Haumenoanue 10 [IpousBogurens Crioco0 pacrmpocrpane-
/m HUSA (TUYeH3UOHHOe UTU
€80000HO pacnpocmpa-
HAEMOE)
1 Adobe Master Collection CS4 Adobe JTUTEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIEH3UOHHOE
3 Windows 7 Pro Microsoft JTUTIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HsIEMOE
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5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HSEMOE
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIUIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUTEH3UOHHOE
10 OC «AnsT O6pazoBanue» 8 00O «bazanst CIIO | nUIIEH3UOHHOE
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIULIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIUTIICH3UOHHOE
14 | Microsoft Office 2016 Microsoft JIMLEH3UOHHOE
15 Visual Studio 2019 Microsoft JIMLIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JTUTEH3NOHHOE
IHepeuens B/l mu UCC
Nent HaumenoBanue
/m
1 | MexnayHapoausie pedeparuBHble HaykomeTpuueckue bJl, toctynHbie B paMKkax Halu-
OoHaJILHOU nmoamucku B 2019 1.
Web of Science
Scopus
2 | Ilpodeccuonanbuble MosHOTEKCTOBBIE B/I, TocTymHbIE B paMKax HallMOHATIBHOM 1MO/I-
nucku B 2019 1.
Kypnanst Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnainsr Taylor and Francis
3 | [Ipodeccnonanbubie momHOTEKCTOBBIC B]]
JSTOR
N3nanus mo oOmecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnektponHas oubimoreka Grebennikon.ru
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[Tpunoxenue 4
K JINCTY U3MEHEHUU

5. O0HOBJIEeHHE CTPYKTYPbI AUCUUILJIMHBI (MOXYJIs1) AJ1s1 04HOM (popmbl 00yueHus (2020 r.)

CrpykTypa AMCHMILUIMHBI (MOYJI51) AJIs1 04HOM (popMBbI 00yUeHHust
OO6m1ast TpPyA0€MKOCTh AUCITUTUTMHBI COCTABISET 2 3. €., 76 4., B TOM YHCJIe KOHTaKTHAas pa-

0oTa oOyuaromuxcs ¢ mpemnojanareneM 28 4., camocTosiTebHas padora oOydarommxcs 30 .

Bunpr yue6HOM paboTh
(B yacax) @opMBI TEKY-
KOHTaKTHas Eero KOHTPOJIA
No 2 2 e é yCIIEBaEMOCTH,
. Tembl AUCIUTUTAHBL/ = E 5 E 5 dbopma mpome-
N al S ;» § S § KYTOYHOH at-
S| E| 2| =EE| 88 ¢ £| 8§ Tecrauuu (no
212 E| 55|88 S | 28 cemecmpam)
S|2|8|EE|SEI=g|CF
1 |Ilpenver m 3agaum mporpamMm-| 6 | 2 6 | Onpoc
HO-aIIIApaTHOW 3allUThl HH-
dhopmaruun
2 | Ynan€HHble CETEBbIE aTaKu 6 | 2 2 6 | Onpoc, oTuér
1o Jraboparop-
HOW paboTe
3 | MexcereBble DKpaHbl U anma- 6 | 4 6 6 | Ompoc, oTyér
paTHbIe KpUNTOTpaguyecKue 1o j1aboparop-
MIUTFO3BI HOI paboTe
4 | Bupryannzanus u ob6nadHble 6 | 2 4 6 | Onpoc, oTuér
TexHoJoruu. BupryansHeie no naboparop-
YAaCTHBIC CeTU HOW paboTe
5 | Cucrtembl oOHapyX eHUS U 6 | 4 4 6 | Ompoc, oT4ér
MIPEIOTBPALICHUS BTOPKCHUIA o naboparop-
HOI paboTe
9K3aMEeH 6 18 9K3aMeH 110
Omieram
UTOTO: 12 16 18 | 30

6. O0HOBJICHHE OCHOBHOI M IONIOJTHUTEJIbHOI auTepatypsl (2020 r.)

B paznen 6. YueOHo-MeToqu4eckoe 1 HHGOPMANIMOHHOE OfecnieYeHue TUCHUIINHBI
BHOCSTCS CIICAYIOIINE N3MCHCHUS:

Jononautk paznen OCHOBHAsA JUTEparypa

Kazapun O. B. [IporpammHo-anmnapatHble CpecTBa 3alIUThl HH(GOpMAIMU. 3alIUTa Mpo-
rpaMMHOTO oOecTieueHus: YIeOHUK 1 TTpakTukyM aiis By30B / O. B. Kazapun, A. C. 3a6a0ypuH.
— Mockaga : UzgatenbcrBo HOpaiit, 2020. — 312 ¢. — (Bsicmee obpa3zoBanue). — ISBN 978-
5-9916-9043-0. —  Tekct: omekrponnbii //  OBbC  IOpaiir [caiit]. —  URL:
https://urait.ru/bcode/452368
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JononHuts pasznen JonoJHUTE/IbHASA TUTEPATypa
[lernos, A. FO. 3amura nHOpMAIIMK: OCHOBBI TECOPUHU: yU4eOHUK JjIsi OakajaBpuaTra U Maru-
crpatypsl / A. 1O. Illernos, K. A. llernoB. — Mocksa: M3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u Maructp. Axkagemudeckuii Kypc). — ISBN 978-5-534-04732-5. — TekcT : anek-
tpouHblil / DBC FOpaiit [caiiT]. — URL: https://urait.ru/bcode/449285

7. B snemeHnt paboueii mporpammbl m.4 OQOpa3zoBaTejibHbIE TEXHOJOTHMH BHOCSTCS
CJIEIyIOIINE U3MEHEHUS:

B nepuox BpeMEHHOTO NPUOCTAHOBICHHS MOCEIIECHHUSI O0YYalOIUMUCS TOMEICHHH U
tepputopun PITY. ana opranuszamuu ydeOHOTO Tpoliecca ¢ MPUMEHEHHEM AJICKTPOHHOTO
o0y4eHHsT W JAMCTAHIMOHHBIX OOpPa30BaTENbHBIX TEXHOJOTUH MOTYT OBITH HCIIOJIb30BaHBI
cienyomue o0pa3oBaTesIbHbIE TEXHOJIOTHU:

— BUJICO-JIEKIINH;

— OHJIAMH-JIEKLMU B PEKUME PEalbHOTO BPEMEHH;

— IIEKTPOHHBIC Y4eOHUKH, yueOHbIEe TOCOOUs, HAyUHbIC U3aHUS B 3JICKTPOHHOM BUJIE U
JOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PECYpcaM;

— CHCTEMBI JUIsl 3JIEKTPOHHOT'O TECTUPOBAHMSI,

— KOHCYJbTALIUU C UCTIOJIb30BAaHUEM TEJIEKOMMYHUKAIIMOHHBIX CPEJCTB.

8. B omemeHT paboueit mporpammbl 7. MarepuajibHO-TeXHHYECKOe oOecnevyeHue
AMCUMILIUHBI/MOAYJISl BHOCSATCS CIAEAYIOIINE U3MEHEHUS:

Ilepeuens B/l u UCC
Neri/it HanmenoBanue
1 MexnyHaponneie pedepaTuBHbIE HaykoMmeTrpudeckue bJl, moctymHble B paMkax
HalMoHaJILHOU nmoanucku B 2020 r.
Web of Science
Scopus
2 [Tpodeccuonanbuble nosHoTeKcTOBBIE B/, mocTymHble B pamMkax HalMOHAIbHON

nonmucku B 2020 r.

Kypnaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypuainsr Taylor and Francis

3 [TpodeccrnonanbHbie MOTHOTEKCTOBBIE B]]

JSTOR

W3nanus mo oOuiecTBEHHBIM H T'YMaHUTAPHBIM HayKaM
OnektponHas 6ubimoreka Grebennikon.ru

4 KoMInproTepHbI€ ClIpaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l"apanT

B oanement paGoueit mporpammsl 7. MaTepHasibHO-TeXHHYeCKoe o0ecnedyeHue
AUCHHUIIIHHBI/MOLYJI BHOCATCS CICAYIOLINE N3MCHECHMS:
CocraB nporpammHuoro odecnevenns (IIO)

Nont Haumenosanue I10 [IpousBoguTens Crnioco6 pacnpocTpane-
/m HUS (TUYyeH3UOHHOe Ul
Cc80000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JINLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
3 Windows 7 Pro Microsoft JTUTICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
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HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacrpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIAIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
10 OC «AnpT O6pazoBanue» 8 000 «bazanest CIIO | mUIIEH3HUOHHOE
11 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
12 Windows 10 Pro Microsoft JINLIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
14 Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIAIIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JULIEH3UOHHOE
17 Zoom Zoom JINIEH3UOHHOE

CocTaBUTENb:

K.1.H. nonteaT, A.C. MosgkoB



